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Introduction

This documentation covers the iFileAudit web-enabled interface only.  This documentation is
intended to provide you with information on how to configure the Apache HTTP server on your
System i server to run web-enabled iFileAudit and instructions on using this new browser based
interface to the product.

Overview

Web-enabled iFileAudit is a new feature that allows you to administer iFileAudit using a web
browser interface.  This requires that your System i use the Apache HTTP web server active and
configured to support iFileAudit calls.  To activate web-enabled iFileAudit, you must install the
iFileAudit Release 3 plus any applicable additional PTFs that have been released by Kisco
Information Systems.

Most iFileAudit functions that were previously available using the standard System i green-screen
interface are available using the browser based product.  Not all functions have yet been
implemented, but Kisco is committed to making them all available.  We appreciate your feedback
on this new capability so that new implementations can be prioritized to customer requirements.

The new browser based interface allows you to use the features of the browser to simplify and
improve efficiency when working with iFileAudit.  Things like cut/paste, action buttons and
browser field content prompts (like those available in FireFox) will help your use of iFileAudit.



2

Current Limitations

The current implementation of web-enabled iFileAudit does not include support for all features of
the iFileAudit product as implemented from a terminal session.  The following features are not
currently supported:

! Record key maintenance is not currently supported.
! The display journal attributes is not currently supported.
! The journal reset function is not currently supported.
! Printing reports is not currently supported.
! Purging the analysis history files is not currently supported.
! Support is not included for registering multiple files in a single operation.
! Support is not included for activating and deactivating multiple files in a single operation.

All of these features and functions are still available from the original green-screen version of the
software.

Note that it is Kisco’s intention to support these features from the web-enabled interface in the
future.  If you find specific features that you would like to see transferred sooner than others,
please notify Kisco by email so that your requirements can get prioritized.
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Using The Browser Interface

To use the browser interface for iFileAudit, you must first configure the Apache HTTP server on
your system and start the server instance for iFileAudit.  Please refer to the separate configuration
section of this documentation for instructions on how to set this up.

To get started, just type in the following URL on your browser:

http://yoursystemi.com/ifalogon.htm

Replace the “yoursystemi.com” with a reference to your System i TCP/IP address.  You can use
either a named address or a numerical address, such as “10.1.1.12".

Important note: The current version documentation does not include documentation on how to
configure the Apache HTTP server for maximum security.  When using the current version, it will
be important to remember that user profiles and passwords will be passed through your network
“in the clear”.  You should not implement the iFileAudit web-enabled version unless your network
is secure from the Internet.  You can see more about this topic in the configuration section of this
documentation.

When you enter the above URL, the following will be displayed by your browser:
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Log on to your system using a user profile that is authorized to use iFileAudit.  
When the logon is completed, the following starting point display will come up in your browser:

After a successful logon, a timer will start every time you select a function.  If your session lies
dormant for an hour, it will time out and the next time you try to start a process, you will be forced
back to the logon page.

On this display, you will see the start of the list of registered files already set up in iFileAudit on
your system.  If the list is empty, then no files have yet been registered.  The number of lines
displayed on each panel can be customized.  It defaults to 20 lines as shipped from Kisco
Information Systems.  The number of lines is stored in a data area named CONTROL in the
application library named FILAUD in positions 111-113 and can be changed by you to meet your
specific needs.  For most test screens in this documentation, this value has been set to 15 lines.
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The buttons along the left margin of the page are for moving through the list of registered files. 
Top will always take you back to the start of the list of registered files.  Next will bring by the
next set of files by moving the last file shown from the bottom of the list to the top.  Back will
scroll up through the list and Bottom will take you to the last set of registered file in the list.

You can also go directly to a specific library and file by entering values in the Lib and File entry
fields.  If you enter a library name (or partial library name) and leave the file blank, the list will
start at the first entry that qualifies.  The entry fields can be entered in either lower case or upper
case.

To activate or deactivate a registered file, click on the status display for that file as listed.  You
will see the status change when the page is refreshed.  For a registered file to be tracked by
iFileAudit, it must be active.

To register a new file, select the Register File button at the bottom of the page.  When you do, the
following page will be displayed:
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To register the new file, enter the library name and file name.  Also, if you want to use a different
journal configuration (see the iFileAudit documentation), you can select that information here too. 
Press the Update button when ready.  The page will return to the file list above with the newly
registered file listed at the top of the page.  The file will come up initially as inactive.  You can
either work with the registered file to make changes, or just go ahead and activate the file now.

To work with a registered file, select the blue box to the left of the file.  When you do, the
registration page will be displayed with the information about the file filled in as follows:

From this page, you can change the file description reported by iFileAudit, make changes to the
journal settings and manipulate the settings for “Record lvl changes only” and the “User Profile
Selection”.  After making any of these changes, use the Update button at the bottom of the page to
post changes. 
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You can also work with iFileAudit information for this file using the buttons provided at the top of
the screen.  The specific buttons displayed will depend on the type of file and the way it is
registered.  The following buttons may be displayed and will do the functions indicated:

Back To List Takes you back to the file list with the current file shown at the top of the
list.

Analyze Now Will run the iFileAudit file analysis process for this file now.

Show Anal. Will display the current iFileAudit analysis information for this file.

Delete Rcd Will remove this file from the iFileAudit file registration.  This can only be
done if the file has been changed to inactive status first.

Field Maint Displays a list of fields for the registered file and lets you specify which
fields to be included and excluded in the iFileAudit analysis process.

User Maint Displays a list of user profiles associated with the registered file.  This only
works for files that are set to either *INCLUDE or *EXCLUDE for the user
profile selection.

Log Off Ends your browser session with iFileAudit.
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Show Analysis

When you select the Show Analysis button when working with a registered file, the following
analysis page will be displayed:

The buttons on the left margin of the page allow you to move around in the file analysis results
list.  You can also use the Date and Time fields to move the list to a specific point in time.  To
view the details for any specific field change being reported, just click on the Work With blue box
to the left of the line.
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When you select the field update details, the following page will be displayed:

This will show you the details of the specific transaction that was processed and recorded by
iFileAudit for the registered file.  From here, you can return to the list of file changes that you just
came from or you can return to the list of registered files.
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Apache HTTP Server Configuration

For the browser interface for iFileAudit to work, you will have to configure and activate a server
instance for the Apache HTTP server on your System i.

The following checklist will have to be done to complete the configuration.  The details will
follow for each step.

Step 1: Start the Apache Administrative server tool on your System i.
Step 2: Create a new HTTP server instance named KISCOIFA
Step 3: Edit the configuration file for the new server instance
Step 4: Locate and open the KISCOIFA.txt file supplied by Kisco
Step 5: Cut/Paste the KISCOIFA.txt file contents into the configuration file and apply it
Step 6: Install the server instance files supplied by Kisco
Step 7: Start the new KISCOIFA server instance
Step 8: Finalize object installation setup

Step 1: Start the Apache Administrative server tool on your System i.

To configure an Apache server instance, you must first start the Administration server instance for
Apache.  You can do this from a command line on your System i with the following command:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN) 

The server may take a while to initialize, so wait a few minutes before starting up the
configuration wizard in your browser.  When you are ready, point your browser to the following
web address:

http://yoursystemi.com:2001/

The system will prompt you for a user profile and password.  Once that has been supplied, a page
of iSeries Tasks will be displayed.  Select the “IBM Web Administration for iSeries” option.  This
will take you to the Web Administration wizard that comes with your OS.

Step 2: Create a new HTTP server instance named KISCOIFA

After you sign on and get to the Web Administration page, navigate to the “Manage” tab and then 
the “HTTP Servers” tab below that.  Under the “Common Tasks and Wizards”, select “Create
HTTP Server”.  For server name, you MUST specify the value “KISCOIFA”.  The server
description of “Kisco iFileAudit Server” can also be used.  Click on Next for all of the following
displays taking all of the default options presented until you reach the “Create HTTP Server”
panel with a “Finish” button at the bottom.  Press the Finish button to complete creating the new
server instance.



11

Step 3: Edit the configuration file for the new server instance

The above process will leave you with the new KISCOIFA server instance already selected. 
Scroll down on the left hand list of tasks to the “Tools” section and select the item marked “Edit
Configuration File”.  This will open an edit window with what appears to be a text file displayed
by the Web Administration wizard.  Leave this open in your browser and move on to the next step.

Step 4: Locate and open the KISCOIFA.txt file supplied by Kisco

In the program materials sent to you from Kisco, you will find a text file named KISCOIFA.txt. 
Locate this file and open it with NotePad or WordPad on your desktop PC.  At this point, you will
have the Configuration File for the new server instance open in your browser and the
KISCOIFA.txt file open on your desktop.

Step 5: Cut/Paste the KISCOIFA.txt file contents into the configuration file and apply it

Using standard cut and paste methods, copy ALL of the text in the KISCOIFA.txt file over so that
it replaces ALL of the text in the Configuration File for the new server instance.  When you are
done, double check to make sure that all of the Configuration File characters have now been
replaced. 

Step 6: Install the server instance files supplied by Kisco

Once you have verified that the cut and paste was successful, press the Apply button below the
Configuration File in your browser.  (You can also close the KISCOIFA.txt file, you will not need
it again.  Make sure you do not make any changes to this file.  If your NotePad or WordPad
program asks if you want to save the file, reply “No”.)

Step 7: Start the new KISCOIFA server instance

Start the newly created server instance.  You can do this from the Web Administration page or
from your command line.  If you do this from the command line, issue the following:

STRTCPSVR SERVER(*HTTP) HTTPSVR(KISCOIFA)

The server instance will now be active.  Go to your browser and enter the following URL:

http://yoursystemi.com

IBM’s standard test page should now be shown.  This will indicate that the server is active, but
you are not yet ready to use the web-enabled features of iFileAudit yet.  

Step 8: Finalize object installation setup

At this point, additional objects need to be installed in the IFS plus the required service programs
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used by your installed version of the OS needs to be set up for use by iFileAudit.  You can do all
this from your command line by running the following command from the command line:

CALL PGM(FILAUD/WWWINSTAL)

This process will restore objects to the IFS for use by the newly configured server instance.  It will
then set those objects with the correct access authority and finally, it will set up the server service
programs needed by the HTTP server on your system.

At this point, web-enabled iFileAudit is now available for use on your system.

If you want to configure your own server instance or use a different instance that is already active
on your system, you can do so provided that the following are taken into account:

! Add FILAUD as a directory entry
! ADD a URL mapping entry to map “/cgibin/” to FILAUD
! Authorize user access to FILAUD
! Permit CGI programs to be run from FILAUD

If you have other HTTP server instances already running, you may want to configure the
iFileAudit instance so that it works from a different port number.  If that is the case, then the
access URL that you use to start web-enabled iFileAudit will appear as follows:

http://yoursystemi.com:8080/ifalogon.htm

In this example, the HTTP server instance is running on port number 8080.  Only the starting URL
needs to be changed, the other URLs within the product will pick up the correct port number from
this initial use.

Security Considerations

The current version of web-enabled iFileAudit does not include configuration support for the
Apache server in secure mode.  The user is cautioned that the logon process used will pass a valid
user profile and password through your network in open clear text.  As a result, Kisco specifically
recommends that you only use this feature in a secure network environment where all activity
takes place behind a firewall or a strong network router using internal IP addresses only.

As a second level of security, we also recommend that you set up a special user profile for use
with web-enabled iFileAudit access.  You should use this profile only for the purpose of loggin in
to iFileAudit through your browser.  When you set the profile up, it must be a security officer
class, but to limit its function in the event that the profile and password are compromised, we
recommend that you include the following additional specification when the profile is created:



13

INLMNU(*SIGNOFF) This will force a logoff if someone tries to log on through a
normal terminal session using this profile.

Also, if you have exit point control software in place, you should set this profile up to deny all
network access to your system.  This will prevent the profile from being used by FTP, ODBC,
iSeries Access, etc.  If you do not have exit point control software in place, we suggest you take a
look at our SafeNet/400 software for your system to guard against this threat.


